Adoption of access rights

amber adopts the existing access rights from the respective systems (e.g. from drives,
the DMS or M365). This document explains how the adoption of access rights works.

IT landscape with various systems (e.g. drives,
DMS, M365)

For each document
Document: Confidential annual report.pdf
Access for "Group Management”, “User John Doe"

Sample database

DOCUMENT ACCESS

Confidential annual report.pdf Group Management +
John Doe

Department org chart.pptx Group R&D

Canteen menu.pdf Group All users

Phase 1: Indexing

For each query

Which groups is John Doe a member
of?

Search only documents accessible
to “John Doe" and “All users”

Display of accessible documents

In phase 1, an index is built. For each document, an ACL (access control list) is created. This ACL

specifies which groups and users have access to a document.
together with the document.
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This information is stored in the index
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Phase 2: Search in detail

In phase 2, a user who has authenticated via login starts a query. Through the index, amber knows
which documents this person has access to. Only these documents are considered in all further steps.
The amber database is the index referred to here.
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The authenticated user asks a question. amber starts a search in the index, taking
access rights into account.

The search returns a list of results, which are The Al model answers the question based on
passed to a generative Al model as context. the documents previously retrieved in line
with the access rights.

The Al model formulates the answer, The answer is then provided to the user.
including references to the documents.

Keeping the index up to date

To keep the index up to date, amber normally runs a so-called delta request every
night. It checks which changes have occurred since the last indexing run and
updates this information, including new, modified or deleted documents and access
rights.
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