
A I  H O S T I N G  A N D  D ATA S O V E R E I G N T Y

Where does your data go when amber uses
AI models?
Your data stays in Germany. For answers, you choose: models from OpenAI & Co. in the EU

or open-source models in Germany.

Germany

Platform on T Cloud Public

Data Layer
Search, indexing, access rights

AI orchestration
Model routing, access per group

Processes all of your data
Not subject to the US CLOUD Act

Snippets

Answer

OR

Snippets

Answer

O P T I O N  1 EU data centers

Models from e.g. OpenAI, Anthropic or
Google

AI models and more

operated by

Hyperscaler and others

GDPR-compliant operation in the EU
US operator: CLOUD Act in exceptional cases

O P T I O N  2 Germany

Open-source models on T Cloud

operated by amber

Snippets stay in Germany
No US CLOUD Act

Feeds the knowledge layer

Your systems Documents, emails, chats and projects are connected via data connectors and indexed exclusively in
Germany.

01 Some models are only available from hyperscalers
OpenAI, Anthropic and Google have contracts with hyperscalers
such as Microsoft Azure or Google Cloud. Their models may only
be hosted there.

02 For Europe, on servers in the EU
For European customers, the models run in data centers
within the EU. Operation by Azure, Google and others must be
GDPR-compliant.

03 The amber platform runs in Germany
Data layer and AI orchestration run on Deutsche Telekom's T
Cloud Public. This is where your critical data is processed at
scale. This data is not subject to the US CLOUD Act.

04 Only snippets reach the model
With option 1, only the snippets a model processes could, in a
worst case, fall under the US CLOUD Act. The bar for this is high.
With option 2, this does not apply.
Digital sovereignty vs. GDPR compliance (in German) →

H O W  Y O U  S TAY I N  C O N T R O L

Enable models per user group
You decide which teams use which AI models. There is
no other way to access the US models.

Combine both options
Enable only open-source models for sensitive areas,
while all other teams also use models from OpenAI
& Co.
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