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Certificate

Successful Conduct of a Pentest According to PCI DSS

We hereby certify that the pentest of parts of the amberSearch application, with the updated
authentication flow using One-Time Passwords (OTPs), was successfully conducted by usd AG on
August 18, 2026 for

amber Tech GmbH

No critical, security relevant vulnerabilities were identified according to the requirements of the
internationally recognized security standards of the payment card industry (PCI DSS). The detailed
results of the security assessment can be found in report "2026-amber Tech GmbH-001-v1.3".

The certificate issued applies to the test objects considered and confirms the circumstances
given at the time of the security check. We recommend performing security analyses regularly and
after significant changes.
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Matthias Gohring
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As an independent consultancy specializing in IT security, usd AG protects companies against hackers and criminals. It tests
IT systems, applications and processes for security-related vulnerabilities. As an accredited auditor, it advises and certifies
companies worldwide in accordance with international IT security standards. usd HeroLab consolidates the technical
security expertise of usd AG.
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